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ABSTRACT

This whitepaper describes the AlbatrOSS approach to secure and seamless roaming between
different administrative domains and different access technologies. It explains what seamless
roaming is, what mechanisms are needed to achieve it, and which technologies are suitable to
address the requirements. The focus of the paper is on end-user authentication and mobility
management within heterogeneous IP-based access networks. The requirements for
authentication and mobility are identified, and solutions are briefly described. The verification and
demonstration of the proposed solutions came within the project’s trial systems.
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Secure seamless roaming over heterogeneous networks

1 Introduction

The introduction of 3G services and networks results in higher technical complexity coupled with the
need for cost-effective services. The complexity of the system is reflected in the need for greater end-
user service control as well as in the need to support rapidly changing end-user service requirements.
The industry recognizes that the availability of 3G Operations Support Systems (OSS) is essential to
the successful rollout and operation of 3G services and networks.

Current OSSs are not able to support such complex service environments. AlbatrOSS is addressing
the industry requirement for an architecture capable of delivering highly sophisticated 3G OSSs. The
key objective of AlbatrOSS is to specify an innovative 3G OSS architecture applicable to an open 3G
mobile telecommunications environment. A second objective is to develop a set of OSS components
to support rapid service creation, provisioning and maintenance of mobile Internet services. The
emphasis is on the delivery of end-user services.

This white paper describes one aspect of the AlbatrOSS architecture: inter-domain and inter-
technology (3G/WLAN/GPRS/LAN) roaming, with an emphasis on transparent authentication of the
roaming end-user. The scope of the solution is on IP-based networks.

Seamless Roaming

One of the main challenges of the heterogeneous mobile environments is to allow users to access
their services any time, any place, and anywhere, independent of the networks and devices being
used and the provider domains involved. For an incumbent network operator of 2G mobile networks,
this would mean two things: 100% network coverage in the national network and international
roaming contracts with mobile network operators in foreign countries. For 3G networks, the roaming
landscape will change. International roaming service will remain an important premium service.
However, national roaming will be prevalent. The expensive licenses in many EU countries demand
the operators to cooperate in building of joint UMTS network infrastructure. Operators can obtain
national network coverage with less investment through national roaming agreements [1]. This could
be decisive regarding the financial situation of many operators in EU countries. On the other hand,
“beyond 3G” networks will comprise different access technologies (like GPRS, UMTS, WLAN). That
leads us to a new aspect of roaming, namely inter-technologies roaming. The end-user device is
equipped with multiple network access technologies’ cards (most likely two of these, or one that
supports, e.g., both WLAN and UMTS technologies).

An important requirement for roaming is to make it a seamless experience for end-users. Our
definition of seamless mobility is that the end-user notices as little as possible when changes occur at
the network level. This means that the end-user is not interrupted while conducting daily work. This
requirement is already fulfilled in today’s cellular networks — an end-user making a voice call on his
cellular handset will not notice a network handoff when he happens to move to another cell. The
challenge is to implement the same concept across administrative domains, heterogeneous networks
and services.

One of the prerequisites of seamless roaming is transparent end-user authentication and security
across different access network technologies. The end-user should not be bothered with technology-
specific mechanisms such as providing username/password or filling in an access code. Furthermore
additional measures may be necessary if uninterrupted connectivity is required. For example,
connection-oriented applications like video streaming clients cannot cope with constantly changing
connection endpoints. To resolve this issue the solution should include a form of session mobility.

In the following chapters, we will briefly describe the challenges of security and session mobility in
heterogeneous networks, before describing the solutions applied in two AlbatrOSS demonstrators.
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2 Security

We assume that the mobile device is capable of accessing different network technologies, possibly in
different administrative domains. Most wireless technologies operate within a known frequency
spectrum and use standardized protocols, which raises several security issues. The following two
security concerns are most crucial for both mobile users and network operators:

1. Who can access and use the wireless networks?
2. Is the required confidentiality level of the communication achieved?

Access and use of wireless networks

Anyone who has a device compatible with a particular wireless network technology and is within
range of an access point for such a network can attempt to access that network. Networks operated in
a commercial context typically employ an authentication protocol that requires end users to prove they
are a valid subscriber.

With respect to the seamless mobility, the authentication methods in use today have the following
weaknesses:

e They are particular to the wireless technology being used, and hence different for each type of
network.

e They usually require interaction with the end-user, thus interrupting end-user application sessions.

As a consequence, authentication requirements implemented in nowadays’ heterogeneous networks
prohibit true seamless roaming across these networks.

Technical solutions for authentication

This section gives a brief overview of the numerous solutions available in the market for
authentication.

Current GSM security, for instance, is generally accepted to be sufficient, given the lack of reports on
breaches. However, the authentication in the case of GSM networks is usually one-way. The end-user
is authenticated towards the network, while network is not authenticated towards the end-user. The
UMTS authentication mechanisms allow mutual authentication between the network and the end-
user.

On the other hand, deployment of WLAN hotspots in public environments puts requirements on the
authentication capabilities of WLAN technology. WLAN security is still in its early stages, and until
recently authentication was commonly realized by a statically configured access list of allowed MAC
addresses (TCP/IP stack layer-2 addresses), combined with static WEP key distributed to the end-
users.

In static filtering of allowed MAC addresses, all MAC addresses that are allowed to access the
network via a WLAN access point (AP) are stored in the list. The MAC addresses are hard coded on
the network cards of the client device. The issue with MAC addresses is a large administration
complexity, which is usually surmountable for a closed user group such as an office, but is very hard
to solve in publicly accessible networks, and even more if we focus on multi-hop networks. Another,
even more critical issue is that it is relatively easy for an unauthorized person to get access to an AP
by spoofing MAC addresses.

Nowadays there exists a feasible security solution for WLAN networks, based on a standard security
framework defined by IEEE 802.1x ([2]). Designed for securing wired and also wireless networks like
the 802.11, the standard defines a generic framework that is able to use different authentication
mechanisms without implementing these mechanisms outside the back-end authentication
infrastructure and the client devices.
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Independence of individual authentication methods is achieved by utilizing the Extensible
Authentication Protocol (EAP, [3]) that defines a generic framework for the authentication method
packages. EAP messages are exchanged on the air interface between the mobile device (known as
supplicant in 802.1x terminology) and base station (authenticator) by using an encapsulating protocol
(EAPoL).

Choices of authentication methods include the use of username and password (EAP-MD5, EAP-TTLS
with PAP), client certificates (e.g. EAP-TLS) stored on the hard disk or a smart card, or SIM-based
authentication (EAP-SIM). These authentication methods vary in user anonymity, mutual versus one-
way authentication, degree of security, ease of deployment, etc. Typically a choice will depend on
concrete requirements of the network operator.

Within the AlbatrOSS project, EAP-TLS has been chosen to demonstrate the transparent
authentication concept. Transport Layer Security (TLS, [4]) is the IETF successor to the Secure
Socket Layer (SSL) technology and was defined to provide confidentiality and protection against
replay attacks, therefore offering protection to the authentication process. By default, TLS
authenticates a server to the client, although it can be used to provide mutual authentication of the
communication peers. However, since TLS is based on the X.509 certificates, it demands an
established PKI and demands special requirements on network operators when deploying certificates
to customers and network access systems.

Security of wireless network data

A particular characteristic of wireless technology in the light of security is the relative ease with which
packets can be intercepted, since they are transmitted on a particular well-known radio frequency.
Where a fixed network can guarantee security by physically restricting access to the network cables,
a wireless network must use different strategies to protect the privacy of end users and their devices.

In order to achieve confidentiality and integrity of the data, the solution most often used in practice is
to encrypt the content of data packets. All cellular data networks are designed to allow encryption,
and similar standards-based functionality exists for WLAN (e.g. WEP, TKIP, etc.)

With respect to WEP of the IEEE 802.11b standard, WLAN APs verify that the end host knows a
shared secret in the form of so called WEP key (40 or 104 bits long), which is used for all network
devices accessing the same AP. The WEP has many flaws, and well-known attacks on these are
described in [5]. Due to these issues, WEP has been replaced by more advanced schemes, e.g. TKIP
([6]). TKIP provides three security improvements: fast-packet keying, real message integrity checking
and dynamic key management.

3 Session Mobility

The problem of session mobility is based in the routing mechanisms that are used in the Internet. The
current IP architecture has an implicit assumption that hosts in the network are stationary. However,
Internet hosts have become mobile with the advent of laptops and PDAs with a wireless Internet
connection. The Internet protocol stack was not designed with host mobility in mind. Internet
addresses are bound to the physical equipment making up the Internet, and are thus bound to
physical locations. When an Internet host (e.g., a laptop) moves to a new location, it has to use a new
address. This does not have to be an issue since there are automated ways of configuring a new
address, e.g., DHCP ([7]). However, in case that end-user device moves between the networks in the
middle of ongoing sessions and the Internet address changes, all TCP and UDP sessions will break
down. Mobile IP ([8]) solves this in an elegant way by making sure the mobile host can keep its
address while visiting different network locations.

Mobile IP is the anticipated solution for providing mobility for the Internet protocol. An important
Mobile IP concept is the home agent (HA), which is a special server deployed on a subnet that serves
as the home network of mobile computers. It is responsible to track mobile computers and to route
inbound/outbound IP packets to/from their current locations using IP tunnels. A mobile computer owns
a fixed IP address, which belongs to the home network. Any networking application programs running
on the mobile computer use this fixed IP address as the source IP address in network

Page 4 of 8 Bell Labs AT EMEA



Secure seamless roaming over heterogeneous networks

communications. When the computer enters a foreign network, it obtains a local IP address and uses
this as the care-of-address. In order to do that, the laptop sends a “binding update” message to the
HA. The HA registers the binding and returns “Binding Acknowledgment” message to the client. Now
the HA intercepts all packets addressed to the mobile node’s home address. With such mobility
solution, the user does not take care of different IP addresses that his device gets.

4 AlbatrOSS trials

Two trial phases were performed within the AlbatrOSS project. The objective of these trials was to
validate and demonstrate the concepts of the project.

The first trial

The first trial subsystem ([1], [9]) was focused on OSS functionality to support seamless roaming, i.e.

< Mobility support: Provide transparent end-user authentication and uninterrupted connectivity using
Mobile IP.

* Roaming management:

- Automatic handover between different access network technologies (LAN/WLAN/GPRS) and
heterogeneous network domains.

- Selection of most convenient network if multiple networks are simultaneously available.
- Metering and accounting of network usage.
* Presentation of network tariff: Notify users about the applicable costs in the current location.
« On-line billing: Present, in real-time, a historical overview of network usage costs to the end-user.

Figure 1 shows part of the trial system set-up. The trial components that are not related to secure
seamless roaming are left out for clarity.

An end-user has the laptop equipped with two access network interfaces:

1. WLAN interface

2. GPRS or UMTS interface, e.g. through a connected mobile phone
A client certificate issued by the user's home network certificate authority (CA) has been installed on
the end-user’s laptop as well. In the demo scenario, user roams from WLAN1, via GPRS (could be
UMTS network as well) to WLAN2.

Once the user is within the coverage of the AP that belongs to WLAN1, the user should authenticate
in order to get the Internet access. The user does not authenticate to the WLAN itself. Instead,
provided that there is a service level agreement (SLA) between the WLAN1 and end-users’ Service
Provider (SP), the user authenticates to the SP. Since the chosen authentication protocol is EAP-TLS,
the supplicant (laptop) and authentication server (SP’s RADIUS server) authenticate each other by
exchanging certificates. Once verified, the certificate keys are used for data confidentiality.
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Figure1: Trial system for secure seamlessroaming

The authentication messages that are exchanged between the laptop and WLAN1 AP are
encapsulated using EAPoL. The AP re-encapsulates the EAP messages in RADIUS messages and
forwards them to the corresponding authentication server, in this case the RADIUS server of WLANL.
Depending on the user identity, and the existence of a roaming agreement with the user’s SP, the
authentication server can act as a RADIUS proxy and forwards the messages to the SP’s
authentication server where the user is authenticated.

When access is granted, the laptop obtains a local IP address via DHCP. It registers itself at the
Mobile IP home agent to provide for uninterrupted connectivity.

When the user leaves the area covered by the WLAN1 AP, the user can get access to the Internet via
the GPRS connection that is always on. The user is authenticated using the SIM supplied by the
operator, and the authentication involves the Home Location Register (HLR). When the connection to
WLANT1 is deteriorated or lost due to the user leaving the coverage area, the laptop automatically
switches its network connection to GPRS. In addition, the Mobile IP client automatically re-registers at
the home agent. This ensures that an ongoing application session is not lost.

When the user enters the area that is covered by the WLAN2 AP, the authentication is done in the
same way as in the case of the WLAN1. The end-user is always authenticated at the same place —
his own SP’s authentication server. The other participants in the authentication process (other access
providers, etc.) simply proxy the authentication messages back and forth. Transparency of the
authentication is achieved. In order to allow this process of forwarding messages, there should be an
agreement between the home network provider and other access providers.

As soon as the laptop detects that it has moved to WLAN2, it obtains a new local IP address. The

Mobile IP client registers this care-of-address with its HA. The Internet connection is preserved, and
there is no teardown of the user’s sessions.
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The second trial

The second trial within the AlbatrOSS project extends further the functionality from the first trial. The
focus of this trial sub-system is on network roaming services between different network administration
domains as well as between different network access technologies.

In this phase, the trial sub-system ([10]) introduced new OSS functionalities supporting the business
processes of operators (like roaming contract management, billing, etc) related to roaming services in
3G environments, and new value-added roaming services:

e Service enrollment and distribution of client certificates: support for on-line subscription to the
roaming service, creations of digital certificates, and secure distribution of these certificates. This
facilitates the process of providing end-users with correct authentications credentials, and
demonstrates the steps that are needed to support the described security solution.

e Roaming contract management: A web-based interface to negotiate and create roaming contracts
between network operators and service providers.

e Comprehensive user information and alerting: The user is informed of the characteristics of the
available networks (provider, technology, tariff, security, costs, data volume).

e Best connection: The best available network connection is automatically selected based on user
preference for operator, network cost, or network technology. A dedicated piece of software on
the client device collects relevant network information and decides which network is “best” based
on the user’s preferences and policies.

« User location in heterogeneous networks: continuous availability for third party services of user
location information, independent of the used network technology. The user is able to control the
privacy settings; services need explicit permission to be able to get location information. More
information about this subject can be found in [11].

e Billing: a single on-line bill for both network and service usage, combining the charges from
different technological and administrative domains. More information about the AlbatrOSS billing
architecture can be found in [12].

5 Conclusion

Seamless roaming in a heterogeneous network environment means that end-users do not notice any
network changes, i.e. they are not interrupted in their work to supply authentication credentials and re-
establish application sessions. Two major concerns are of importance when trying to achieve
seamless mobility: wireless security and session mobility.

In GPRS or UMTS networks sufficient security measures are provided by the inherent network
technology. In a WLAN network, security is established by deploying IEEE 802.1x with dynamic WEP
keys. Session mobility can be achieved with Mobile IP. By combining these technologies, a truly
seamless roaming experience can be provided to the mobile end-user.

The AlbatrOSS project has validated and demonstrated the secure and seamless roaming concept
within two trial systems using live GPRS, UMTS and WLAN networks. In these trials the seamless
roaming concept was combined with other 3G OSS concepts like service enroliment, on-line billing
and roaming contract management.

6 Abbreviations

2G The second generation of mobile communications
3G The third generation of mobile communications
DHCP  Dynamic Host Configuration Protocol

EAP Extensible Authentication Protocol

EAPoL Extensible Authentication Protocol over LAN

EU European Union

GSM Global System for Mobile Communications
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HA Home Agent

IEEE Institute of Electrical and Electronics Engineers
IETF Internet Engineering Task Force

P Internet Protocol

LAN Local Area Network

MAC Medium Access Control
MD5 Message Digest

PAP Password Authentication Protocol

PKI Public Key Infrastructure

RADIUS Remote Authentication Dial-In User Service
SIM Subscriber Identification Module

SSL Secure Socket Layer

TLS Transport Layer Security

TTLS Tunnelled Transport Layer Security

UMTS  Universal Mobile Telecommunication System
WEP Wired Equivalent Privacy
WLAN  Wireless Local Area Network
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